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Your Project
Proven Reusable Modules
Log files, APIs, processes, directory & files, 
command-line checks, status & heartbeat 
validation, and more – enabling:
• Fast implementation 
• Reduced project risk 
• High reliability 
• Easy maintenance 
• Long-term scalability
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SCOM 
Reporting Server
• Installation, Configuration & 

Common Failure Scenarios

Christian Heitkamp



Introduction
• Technical focus on SCOM Reporting infrastructure
• Dependencies on SQL, SSRS, TLS, Authentication
• Common installation issues and workarounds
• Importance of infrastructure preparation



Core Dependencies
• SQL Server
• SQL Server Reporting Services (SSRS) 
• SCOM Data Warehouse
• Monitoring Service
• TLS & Authentication Infrastructure



Technical Prerequisites
Reporting Server
• Windows Server 2019 or newer
• Fully patched systems
• TLS 1.2 enabled consistently
• Modern cipher suites supported
• Compatible security policies
• NET 4.8
• Remote Registry service running.



SSRS Requirements
• SSRS must already be installed
• Validate using Reporting Services Configuration Manager
• Web Service and Web Portal must function. Test http://<server>/Reports
• Reporting database must be operational
• For SCOM 2025 & SQL Server 2025: Details end of line notice later 
• gMSA is not supported, create a regular domain account for Data Reader



Certificates & TLS
• Use certificates with FQDN only

Example: reportsrv01.domain.local

• Avoid short names and IP addresses
• Server Authentication EKU required
• Private key access required for SQL service
• Restart SQL services after certificate binding



Kerberos & SPNs
• Register HTTP SPNs correctly

Examples: HTTP/reportsrv01 and HTTP/reportsrv01.domain.local

• Assign SPNs to service account
• Avoid duplicate SPNs
• Verify Kerberos authentication



Installation Considerations
• Verify port 5724 connectivity
• Test Management Server reachability via FQDN
• Check service availability before setup
• Validate firewall configuration



Version & UR-Level Issues
• Different UR levels can block installations
• RTM media often incompatible with updated MGs
• ! Temporary MTV_HealthService workaround
• ! Restore original values after installation



Failed Installations & Cleanup
• Old web.config changes may remain
• rsreportserver.config can cause issues
• Reports won't deploy: usually the AllowedResourceExtensionsForUpload 

setting, or the Data Reader account missing rights on the data warehouse.
• Access denied / 401: set SPNs for SSRS (HTTP/<fqdn>) when SQL/SSRS sit on 

a different server (Kerberos double hop).
• gMSA services won't start: the server isn't in the 

PrincipalsAllowedToRetrieveManagedPassword group (a reboot helps after 
adding it), or the account is missing "Log on as a service".



Best Practices
• Use FQDNs consistently
• Enable HTTPS from the beginning
• Keep all components on same UR level
• Test SSRS independently first
• Prepare certificates and SPNs early



Conclusion
• Most issues originate outside SCOM itself
• Focus on SQL, SSRS, TLS and authentication consistency
• Proper preparation creates stable environments
• Infrastructure quality determines reporting stability
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SCOM Versions &
Reporting Challenges



Michael Tovornik

• Examples, Limitations, and Extensions

SCOM Reports
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Further Reporting 
Options
Microsoft PowerBI, Grafana, Cookdown, 
Project SAWA

Christian Heitkamp, Nikolai Karpov



Houston, we have a problem

• SSRS 2022 is the last SSRS version. 
• From SQL Server 2025, Microsoft moves on-premises reporting to Power BI 

Report Server (PBIRS) and PBIRS isn't listed as supported for SCOM reporting
• SCOM reporting is tied to a product that's frozen and has no documented way 

forward
• Intermediate workaround: Keep SCOM reporting on SQL Server 2022 or earlier.

SCOM reporting runs on SSRS, 
and SSRS has reached the end of its line



Alternatives to SSRS
PowerBI
• Microsoft's own reporting and 

analytics platform, built on the 
SCOM data

• Flexible, modern visuals
• Every report has to be rebuilt from 

scratch 
• Requires multiple new licenses
• SCOM permissions don't carry over, 

so access has to be set up again

Grafana
• Open source, strong dashboards
• Connects to the DW over SQL
• You write and maintain the queries 

yourself
• More Dashboard than Report
• SCOM permissions don't carry over
• Another platform to run, patch and 

secure



Announcing: 

NiCE SAWA – Reporting for SCOM
• Connects straight to your existing SCOM environment
• Live and historical monitoring data in a web portal
• Keeps each user's existing SCOM permissions: same user, same scope
• No SSRS, no Power BI Report Server, no extra Microsoft licences
• Similar to the reporting console, no need for retraining
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Live Demo
NiCE SAWA – Reporting for SCOM
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Install Documentation SCOM Reporting
https://learn.microsoft.com/en-us/system-center/scom/deploy-install-reporting-server?view=sc-om-2019
https://learn.microsoft.com/en-us/system-center/scom/deploy-install-reporting-server?view=sc-om-2022
https://learn.microsoft.com/en-us/system-center/scom/deploy-install-reporting-server?view=sc-om-2025

Allowed Resource Extensions For Upload
https://learn.microsoft.com/en-us/troubleshoot/system-center/scom/cannot-deploy-operations-manager-reports

Configure Windows service accounts and permissions
https://learn.microsoft.com/en-us/sql/database-engine/configure-windows/configure-windows-service-accounts-and-permissions?view=sql-server-ver17

Install Failures
https://learn.microsoft.com/en-us/answers/questions/711316/scom-reporting-server-installation-failure

Enforce TLS 1.2
https://learn.microsoft.com/en-us/system-center/scom/plan-security-tls12-config?view=sc-om-2019
https://learn.microsoft.com/en-us/system-center/scom/plan-security-tls12-config?view=sc-om-2022
https://learn.microsoft.com/en-us/system-center/scom/plan-security-tls12-config?view=sc-om-2025

Encrypt connections to SQL Server by importing a certificate
https://learn.microsoft.com/en-us/sql/database-engine/configure-windows/configure-sql-server-encryption?view=sql-server-ver15
https://learn.microsoft.com/en-us/sql/database-engine/configure-windows/configure-sql-server-encryption?view=sql-server-ver16
https://learn.microsoft.com/en-us/sql/database-engine/configure-windows/configure-sql-server-encryption?view=sql-server-ver17

Version difference - Workaround
https://blakedrumm.com/blog/fix-install-bug-scom-2019-reporting/
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